Anatomy of an E-mail Threat

| got this little gem (below) in my inbox today at home and, rather than just deleting it, | thought I’d do a little write up
for the benefit of my friends and colleagues in the IT world.
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Seems fishy anyway, even at first glance, doesn’t it? Let’s look deeper. If you're using Outlook for your corporate or

personal e-mail, double click on the message to open it in its own window...

% Move to: 7 "2 To Manager
| Team E-mail ' Done
. Reply & Delete -7 Create New

Sent:  Fri8/12/2011 8:20 AM
David Holiman
Cc
Subject: UPS notification

Dear customer.

The parcel was sent your home address.
And it will arrive within 3 business day.

More information and the tracking number are attached in document below.
Thank vou.

Copyright © 1994-2011 United Parcel Service of America, Inc. All rights reserved.

@ See more about: info 2.




Still looks fishy. How can you tell? First —let’s make some assumptions. UPS is a pretty big company and they’ve been
around a long time. Large companies usually spellcheck and grammar check their correspondence. Note some obvious
errors in the image above: “The parcel was sent your home address.” “And it will arrive within 3 business day.” (sic)
Shouldn’t those read: “The parcel was sent TO your home address.” “It will arrive within three business dayS.” Or, heck,
| personally would combine it into one sentence: “The parcel was sent to your home address and will arrive within three
business days.”

Now, another assumption. UPS tracks their packages by tracking number. True, this e-mail says you can get the tracking
number in the attachment (and we’ll look at that a bit later). But, in the past, I’'ve seen real UPS correspondence with
either the tracking number in the body of the message and/or a link to the tracking information on their website. Looks
even more fishy now...so let’s go in a bit more. If you have Outlook 2007/2010 and you have the message up in its own
window, click on File and then click the button for Properties at the bottom of the window. The following will appear...

Settings Security

« Importance: ALl Encrypt message contents and attachments

Sensitivity: | Normal Add digital signature to outgoing message
' Request 5/MIME receipt for this message
[ Do not AutoArchive this item

Tracking options

. L Reguest a delivery receipt for this message
- Reguest a read receipt for this message
Delivery options

7

[T Expires after: Mone 12:00 AM

Categories vl |N|:|ne

Internet headers: Received: from vonbksd.com (114,122,201, 231) by webserver.dlh.net -
(192, 16&. 1. 3) with Microsoft SMTP Server id 14, 1.289.1; Thu, 11 Aug 2011 |§|
16:24:59 -0500 —
Received: from ups.com ([153.2.228.50]) by 114, 122,201.231; Fri, 12 Aug
2011
20:20:19 40700
Message-ID: «000e0 1cc58f289420ebi0%e Fr97a7 2[@ups. com > o

Close

We’'re only interested in the Internet headers section at the bottom. This helps us determine the path the message took
through the Internet to get to our inbox. According to the headers, the last stop this message took before hitting my
Exchange server was at a server (114.122.201.231) in the “vcnbksd.com” domain. Network admins, now’s the time to
use some of those tools in your toolkit! Whois is my first choice here to find out information about the domain names in
question...



B C\Windows\system32\cmd.exe

C=“Userssdholiman“~Douwnloads >whois vcnbksd.com

lhoizs vl. @1 - Domain information lookup utility
Cusinternals — wwu.sysinternals.com
Copyright (C> 28605 Mark Russinowvich

Connecting to COM.whois—servers.net...
Mo whois information found.

C-“Uszerssdholiman“Douwnloads >

Whois has no information on that domain. Obviously, ups.com would turn up something since it IS a valid domain:

AWindows\system32\cmd.exe

IConnecting to COM.vwhois—servers.net...
Ne whois information found.

IG:~\UserssdholimansDounloads >vhois ups.com

Whois vl1.81 — Domain information lookup utility
ISysinternals — www.sysinternals.com
ICopyright (C> 20085 Mark Russinowich

iConnecting to COM.vhois-servers.net...
IConnecting to whois.ascio.com...

The data in Ascio Technologies’ WHOIS database is provided

by Ascio Technologies for information purposes only. By submitting

la WHOIS guery, you agree that you will use this data

jonly for lawful purpose. In addition, you agree not to use the data to:
{a> allow. enable. or otherwise support the transmission by e-mail.
telephone. or facsimile of mass. unsolicited. commercial advertising
jor solicitations to entities other than the data recipient’ s

lown existing customers; or

{b>» enahle high volume,. automated, electronic processes that

lzend gqueries or data to the systems of any Registry Operator

ior ICANN-Accredited registrar,. except as reasonably necessary

to register domain names or modify existing registrations.

Ascio Technologies reserves the right to

modify these terms at any time. By accessing and using

Ascio Technologies WHOIS information. you agree to these terms.

NOTE: FAILURE TO LOCATE A RECORD IM THE WHOIS DATABASE IS NOT
INDICATIVUE OF THE AVAILABILITY OF A DOMAIM NAME.
Registrant:

United Parcel Service (UNITES6638>

348 MacArthur Blud

Mahwah, NJ. 87438
us

Domain name: ups.com

Technical contact:
fAdninistrator, Domain (DAS15584>
MetMames Hostmaster
3rd Floor Prospero House
241 Borough High Street
Borough, London, SE1 1GA
GB

corporate—servicesBnetnames .com

+44 2870159378 Fax: +44.2878159375

Administrative contact:
Hostmaster. UPS <UH?2118>
United Parcel Service
348 MacArthur Blud

Mahwah, NJ. 87438
us

internetBups.com
+1.201828248A Fax: +1.2018284895

created: 2011-02-14 B8:085:58
2011-85-65 26
2011-18-31

in servers in listed order:
-BR_NS _ELS-GMS .ATT .MET (CBRUB?3658>
TTI.MET (CMTUM?3658>
UTH.SPRINTLINK.NET <{N8iAlG6415>

OK, great. So domain names alone aren’t going to do anything for us. Now we need to look at IP addresses. Look back
at the message properties window...now we’re going to concern ourselves with the IP addresses listed in the headers.



Another useful tool is the American Registry for Internet Numbers (ARIN) website. They have a whois tool similar to the

domain whois tool. The ARIN whois tool shows you information regarding to whom a block of IP addresses belongs.
Let’s start at the last hop (114.122.201.231). My “whosip” command line tool shows the following:

WHOIS Source:
IP Address:
Country:
Metwork Mame:
Ouner Hame:
From IP:

To IP:
Allocated:
Contact Mame:
Address:
Email:

Abuse Email:
Phone =

Fax:

C:Userssdholiman“~Dovnleoads >whosip 114_122_.281.231

APHIC

114,122,201 .231

Indonesia
TSEL—-3G-GPRE-NOC_Subscriber
PT. Telekomunikasi Selular
114.128.8.8

114126 255255

Yes

Hostmaster Telkomszel

PT. Telkomsel, Wisma Mulia.
hostmasterftelkomzel.co.id

(Telkonmsel? Indonesia

1.8, J1. Gatot Subroto

+£2-21-5240811
+£2-21-5272977

C:“Userssdholiman“Downloads >

-~

Jakarta

This is useful in that it lets us know which part of the world that e-mail came from. In this case, it came from a mobile

device in Indonesia; possibly either a smartphone or a computer connected to the Internet via tethering or a USB

“modem.” The ‘Network Name’ and ‘Owner Name’ fields help in determining that. Next, let’s look at the other IP
(153.2.228.50) using the whois.arin.net website:

American Registry for klemet Numbers

SEARCH WHOI®
NUMBER RESOURCES | PARTICIPATE POLICIES FEES & INVOICES KNOWLEDGE | ABOUTI
WHOIS-RWS
NetRange 153.2.0.0 - 153.2.255.255
CIDR 153.2.0.0/16
Name UPs
Handle NET-153-2-0-0-1
Parent APNIC-ERX-153 (NET-153-0-0-0-0)
Net Type Direct Assignment
Origin AS
Organization UNITED PARCEL SERVICE (UPS-9)
Registration Date 1091-08-12
Last Updated 2002-03-15
Commenis
RESTiul Link hitp:/fwhois. arin.netirestine/NET-153-2-0-0-1
See Also Related organization's POC records.
See Also Related delegations,
| Name UNITED PARCEL SERVICE
Handle UPS-9
Street 340 MACARTHUR BOULEVARD

City MAHWAH



It looks like 153.2.228.50 is, indeed, owned by UPS. One of two things has happened to make that e-mail come to me.
Either a workstation somewhere in UPS’ network has been compromised with a virus/malware and made that infected
computer into a mini e-mail server OR the message came (still) from a virus-infected, compromised computer
somewhere in the Internet and the IP address has been spoofed somewhere along the line, making it appear to have
come from UPS’ network. I'm almost willing to bet on the latter but it is entirely possible that the first event could have
happened. Let’s scroll down a bit in those headers:

Settings Security
Hih Importance: JfII_] Encrypt message contents and attachments

Sensitivity: | Normal ‘—ﬁl? Add digital signature to outgoing message
Reguest 5/MIME receipt for this message

[] Do not AutoArchive this item
Tracking options

3] Reguest a delivery receipt for this message

@
@
@

Reguest a read receipt for this message

Delivery options

o

5 ] Hawe replies sent to:
\\.o-"= [] =

[| Expires after: 12:00 AM

Categories W |N|:une

Internet headers: ¥-Priority: 3

¥-MSMail-Priarity: Marmal

¥-Mailer: Microsoft Qutlook Express 5.50.4133. 2400

¥-MimeOLE: Produced By Microsoft MimeOLE V5. 50.4133. 2400

Return-Path: info. 2@ups.com |E|
¥-M5-Exchange-Organization-AuthSource: webserver.dih.net s
¥-MS-Exchange-Organization-AuthAs: Anonymous &7

Close

The highlighted text shows us which e-mail program sent the message. In this case, it is a VERY old version of Microsoft
Outlook Express, included with Windows Millenium Edition (circa 2000 — yikes!) and Windows 2000. It is a safe bet,
now, that a computer somewhere in the Internet (most likely in Indonesia) has been infected by a virus and is being
used by the virus to attempt to spread itself to other computers. So, now we know where and how, but the next
question is what. Let’s look at the payload/attachment that was sent along with the message...



KF\ys | > Lbraries » Documents » badstuff v |4l Scohoasuit P

Organize - Share with = Burn Mew folder

5 Favorites Documents library
[ 4 Desktep badstuff
4. Downloads

"5l Recent Places

Arrange by:  Folder =

Mame Date medified Type Size
|11 UPS_document 8/11/2011 4:25 PM Compressed (zipp...

- Libraries
@ Documents

Jl Music

[ Pictures

B8 Videos
Lol Computer
&, Local Disk (C3)

5 stuff (\wwebserver) (

?! MNetwork

I've saved the file and placed it in a folder in my Documents library called “badstuff” and now | can open it OR, even
better (read: safer) yet, run a quick virus scan on it.
IS | » s » Docomenis » badsat » < |4y | seor socsur

Organize » 7 Open ~ Share with + E-mail Burn Mew folder

7t Favorites Documents library
[ ] Desktop badstuff
& Downloads

‘| Recent Places

Arrange by:  Folder ~

Mame Date modified Type Size

| 1) uPS_document /1142011 4:25 M Compressed (zipp...
Open

o Libraries
@ Documents
&) Music Extract All..
[ Pictures Scan with Microsoft Security Essentials...
i Videos Open with

Open in new window

Share with
. Computer

&, Local Disk (C:)
o stuff (\owebserver) Send to

Restore previous versions

Cut

f! MNetwork

Copy
Create shortcut

Delete

Rename

UPS_document Datel Open folder location

Compressed (zipped) Folder

011 4:25 PM

Properties




Computer status - Protected

¥ Update

Q Security Essentials is scanning your computer...

This may take some time, depending on the scan type selected...

_—— Cancel scan

Scan type: Custom...
Start tirne: 915 PM
Time elapsed:  00:00:12
Iterns scanned: 2

Ttem: ChUsers\dholiman\Documents\badstuff\UPS_document.zip-»UPS_document.exe

L Preliminary scan results show that malicious or potentially unwanted software might exist on your system.
You can review detected items when the scan has completed.

Yes, definitely “badstuff” for sure. | let the
scan finish...




5 corsmy o P =
IX’ Potential threat details
—

Security Essentials detected 1 potential threat that might compromise your privacy or damage your computer,
Your access to these items may be suspended until yvou take an action.
Click Show details to learn more, What are alert levels?

Detected items Alert level Status Recommended action

£ TrojanDownloader:Win32/Chepuil N Severe Active Remaowve

Category: Trojan Downloader

Description: This program is dangerous and downloads other programs.

Recommended action: Remaove this software immediately.

Security Essentials detected programs that may compromise your privacy or damage your computer. You can still
access the files that these programs use without removing them {not recommended). To access these files,
select the Allow action and dick Apply actions. If this option is not available, log on as administrator or ask the
security administrator for help.

Items:

containerfile:C:Wsers\dhalimanDocuments\badstuffiUPS_document. zip
file:C:Wsersidholiman\Documentsbadstuff\UPS_document. zip->UPS_document. exe

Get more information about this item online.

| Hide details << |

We’ll definitely remove this baddie right now. | never unzipped the files and/or ran them, so | was never at risk. Most
modern anti-virus software programs will scan inside compressed (.zip) files and the files contained therein.

Microsoft Security Essentials.

Computer status - Protected
@ Help v

Scan completed on 2 items. Scan options:

iﬁ(ur\ty Essentisls is monitoring your computer and helping to protect g 0 4
© Eull

© Custom...

@ Real-time protection: On

& Virus and spyware definitions:  Up to date

Scan details
Scheduled scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule
Last scan: 8/10/2011 at 4:33 PM (Full scan)

All'is well again.



That pretty much takes us through a “bad” e-mail from header to attachment, demonstrating the fact that if you either
don’t know the sender, weren’t expecting the message, or have a gut feeling that it’s bad, just DELETE THE MESSAGE!

Speaking of that, | think I'll do that to this particular message right now...



